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1. Overall Description:

SA3 thanks SA and SA2 for their replies on issue of Nudr Sensitive Data Protection and would like to raise a few points related to the topic in Rel-15 and Rel-16.
(1) Impact due to definition update
SA3 would like to inform SA, SA2 and CT4 that they work on the definition for authentication subscription data in SA3#95bis, but this is still work in progress.
Nevertheless, SA3 would like to point out that authentication subscription data shall be implemented separate from other subscription data in the UDR data model to allow securing these sensitive data accordingly. However, SA3 discussed the requirements to secure the UDR in release 15 and concluded that they are non-trivial. For this reason, SA3 
will not specify 
security mechanisms for storage of authentication subscription data in the UDR and for their transfer between UDR and ARPF in Rel-15. These are left to implementation.
For future releases, SA3 will study the security requirements for storage of the authentication subscription data in UDR. 
(2) Terminology issues

Further, SA3 has observed inconsistency on terms used in SA2 and CT4 specifications and therefore requests to update the following in Rel-15 specifications:
· SA2 should replace “authentication data” as currently used in TS 23.501 with the term “authentication subscription data” to align with SA3 and CT4 terminology as the term "authentication data" refers to the authentication vector in SA3 specifications.
· CT4 should replace “permanent authentication key” as currently used in TS 29.505 with the term “long-term key”
 since this key may be updated.
(3) Stage 2 architecture versus stage 3 implementation

The following is of concern for SA3 group in Rel-15, but we understand that it may be only addressed in Rel-16 due to the freeze of Rel-15.

TS 23.501 provides in NOTE 4 to figure 4.2.3-2 the following: The UDM uses subscription data and authentication data and the PCF uses policy data that may be stored in UDR (refer to clause 4.2.5).
SA3 advises that authentication subscription data (called “authentication data” in 23.501) has to be separately handled from other subscription data due to their partial sensitiveness and dedicated usage for generation of authentication vectors. SA3 asks SA2 to clarify this and CT4 to correct the UDR data model in TS 29.505 accordingly. 
SA3 continues to have concerns with the storage of any keys (which are part of the authentication subscription data defined by CT4) in a common UDR due to advances in cryptography and advances in virtualization of functions. To allow network operators who wish to secure their subscription credentials in the ARPF, SA3 recommends the following note to be added to 29.505, potentially to clause 5.2.2, if UDR is used for authentication subscription data storage: 

NOTE: The ARPF may ignore these values.
(4) Details of authentication subscription data in TS 29.505

Regarding the set of attributes defined for authentication subscription data, SA3 agrees that the following attributes are valid for all authentication algorithms: authenticationMethod, sequenceNumber, authenticationManagementField, and algorithmId. 
For the keys being part to of the authentication subscription data,  SA3 would like to point out the following: SA3 does not like to give the impression that “encryption” of keys solves all security issues, as well as the fact that OP and K (or OPc, TOPc) are used only for some authentication algorithms, SA3 proposes to use an operator specific data structure for these parameters and leave it proprietary. Whether this should be done in Rel-15 is further discussed in conference call and could be the topic of a joined meeting between SA3 and CT4 in August, when meeting at the same time and location.
2. Actions:

To [SA2 and CT4] group.

ACTION: 
SA3 group asks SA2 group to update "authentication data" to "authentication subscription data" and to define the separation of subscription data and authentication subscription data to allow SA3 to have all security related material in one place and to better address in Rel-16 requirements, in particular for the authentication material.

SA3 group asks CT4 group to take SA3 group's decision into account and to update specification TS 29.505 accordingly. I.e. adding the NOTE, using the term "long-term key" consistently, change the UDR data model to separate subscription data from authentication subscription data and to update Figure 5.4.2.2-1.
3. Date of Next TSG-SA WG3 Meetings:
SA3#96
26-30 August 2019


Wroclaw (Poland)

SA3#96AdHoc
14-18 October 2019


China (TBD)
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